

Tips for Building Data-Sharing Infrastructure

1. Start early. Data-sharing agreements take time to develop and establish, so do data transfer protocols. Anticipate that your data-sharing network won’t be completed overnight.
2. Determine whether your agreements will be specific to a single project or more global in nature. Agreements for a specific project may be somewhat easier to establish because they limit the scope of the agreement to a definable group of participants. There may also be individually signed release forms from each participant, which can facilitate approval for releasing data. However, access to and use of the data will be limited to the identified project participants.
Global data agreements allow for a broader range of data-sharing opportunities, but development of these networks may be more difficult because there are fewer clear parameters set around potential uses of the data. 
3. Identify the types of data you wish to include and the sources of those data. Data needs are typically determined by reporting objectives or research questions set by your projects. Practical data to include in a data-sharing network for monitoring disability and employment in your state are:
· Medicaid Data – State Medicaid Agency
· Employment & Earnings Data – Unemployment Insurance wage records (State Workforce Agency) 
· Vocational Rehabilitation Data – State Vocational Rehabilitation Agency 
· Long Term Care Data – State Health Agency 
· Other public program data (food stamps, TANF/welfare, housing) – varies by state
Additional types of data that are useful to have but more difficult to obtain due to greater restrictions on data-sharing are:
· Social Security Data – may have limited participation information through State Health Agency or attempt federal data-sharing agreement 
· Medicare Data – State Medicaid Agency will have an indicator of eligibility, but full records need to be obtained through agreement with Centers for Medicare and Medicaid Services (CMS)  
· Employment & Earnings Data – tax records (State Revenue Agency)
· Benefits Counseling Data – Work Incentives Planning and Assistance (WIPA) program or other benefits planning service providers
4. Identify and address human subjects protections (Institutional Review Board – IRB) requirements. Universities, and many state agencies and independent contractors of evaluation services, have review boards to determine whether human subjects are treated ethically in research. This includes research that uses data by which they could be identified, even if you won’t be working directly with participants or collecting original data. 
Determine whether your agency has a (or more, in the case of partnerships) review board and whether there are issues that need to be addressed to obtain approval of your data-sharing project. Keep in mind that if you intend to publish or publicly distribute findings from your project, it should be approved in advance by a review board. 
5. Consider whether you need individual-level data (ie., data where you can identify the data for each participant) or aggregate (ie., summary) data. If you need to link data on a case-by-case basis to other data that you have, you will probably need individual-level data. An alternative is to receive de-identified data for each participant. De-identified data will allow you to run analyses on every case, but you won’t be able to link the data to other data that you have.
If you only need to report on summary information, you may be able to receive aggregate data instead. You will have information to use for reporting, but you won’t be able to link it to any other data you have or run additional analyses.

6. Identify the appropriate people within each agency to contribute to discussions of inter-agency data-sharing. The individuals who maintain the data and can discuss data security and transfer options are often not the same individuals who can approve the data-sharing agreement. Often there will need to be discussion of the details among some parties, while the final terms and conditions of the agreement will need to be reached by agency administrators.
7. Address concerns related to data transfer, data security, and ownership of the data. Parties engaging a in a data-sharing agreement will want to be assured that their data will be protected and used appropriately. Addressing these issues to the satisfaction of both parties up front will help to facilitate implementation of a data-sharing agreement. The specific terms of data transfer, security, and ownership should also be addressed in the signed data-sharing agreement.
8. Give special attention to Protected Health Information (PHI).  The Health Insurance Portability and Accountability Act (HIPAA) privacy regulations establish standards for protecting individuals' medical records and other personal health information. If your data-sharing agreements include PHI, be certain to address the HIPAA standards for transferring and protecting these data. 

9. Consider existing agreements as a template for your data-sharing agreement. If your agency has established data-sharing agreements with other agencies in the past, particularly the ones with which you are working to establish agreements, modifications of existing agreements can be the most practical way of developing language. Keep in mind that all data sharing agreements should include the following kinds of information:
· Period of agreement: Clearly define when (or how often) the provider will give the data to the receiver and how long the receiver will be able to use the data. Also identify what will happen to the data once the agreed upon period has ended. 
· Types of data (or specific data elements) to be shared: Typically, the data-sharing agreement will not be for every piece of information that the agency holds. Identify which types of data are covered by the agreement.
· Intended use of the data: State as specifically as possible how the receiver will use the data. Identify what studies will be performed and what questions will be addressed. Also indicate whether the receiver will be able to use the data to explore additional research questions without the approval or consent of the provider.
· Constraints on use of the data: List any restrictions on how the data or data findings can be used. Identify who will own any reports produced using the data. 
· Data confidentiality: Describe the required processes that the receiver must use to ensure that data remain confidential, including what safeguards are in place to prevent sensitive information from becoming public. 
· Data security: Describe the methods that the receiver must use to maintain data security. Identify who at the receiver agency will have access to data, and what kind of protections will be put in place for the data files. 
· Methods of data-sharing or transfer: Identify the way in which data will be transferred from the provider to the receiver. Consider whether the data will be transferred physically or electronically, and whether the data will be encrypted before being transferred. 
· Financial costs of data-sharing: If there are costs to compiling the data, clarify who will cover the monetary costs of sharing the data. 
10. Seek legal counsel on the language in your data-sharing agreement. Data-sharing agreements are binding documents. Having a legal opinion on the terms and conditions of the document can eliminate future complications.
11. Provide courtesy copies of any products using the data to data-sharing partners in advance of release. Even if the terms of your data-sharing agreement don’t require you to obtain consent or review of products using the data, sharing documents that use the data with the agency that holds the data prior to wider distribution is appropriate. It can help to maintain the relationship you have established for sharing data with the agency, both for your future needs and the needs of others within your agencies.
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